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CYBERSECURITY AWARENESS 
As we continue to utilize more and more digital tools for our learning and 

communications, please be aware that we are seeing a rise in digital attacks 

through phishing campaigns.  A phishing campaign is an attempt for a hacker to 

gain access to your personal information and/or hijack your computer system. 

Hackers will send you a fake email that looks like it is coming from a person 

you know or has information relevant to you. 

A few types of phishing emails that we are seeing: 

1. Information coming from school officials or teachers 

Emails have started circulating that look to be from school personnel 

that contain links or attachments with “important information” for 

parents of students. 

2. Latest updates on the COVID-19 situation 

As a society that likes to know things first, please be very careful 

clicking on emails that claim to have the latest details on the COVID-19 

situation.  Many of these have a quick teaser line with a link to get 

“more details” at their website. 

3. Emails from the CDC 

A wide-spread phishing attempt currently circulating has impersonated 

the CDC to share information that “every American needs to know.”  Again 

these campaigns are using links within their email to send you to a 

website where malware can infect your machine. 

WHAT TO LOOK FOR 
There are a few things that you can do to help protect yourself from falling 

for the phishing scam.  

1. Check the sender’s email address   

Even though an email may look like it is coming from someone you know or 



an organization that you are familiar with, ALWAYS check the source 

email address and not just the name.  Most email platforms will allow 

you to click on the sender’s name and view their email address. 

 

2. Check any links in the email 

Links in emails can say one thing and send you somewhere else.  You can 

view the link by hovering over the link to see the destination before 

clicking on it.  If the link is sending you to a site that is not 

related to the content in the email, there is a fair chance that it 

could be a fake destination to infect your machine. 

 

3. Be careful when clicking on attachments 

Lots of information is being shared with students and parents currently 

from schools.  Though there are times when an attachment is appropriate, 

the majority of the information shared is in the form of an online 

resource versus an attachment.  If you are concerned about an 

attachment, especially one that you are not expecting, it is best to 

contact the source and ensure that the attachment was actually sent from 

them. 

EXAMPLE PHISHING ATTEMPTS 
Below is an example of an email phishing attempt that checks most of these 

boxes. At first glance, this is a valid email regarding the potential impact 

of COVID-19 on your organization, but upon looking closer, it is evident that 

this is a phishing attempt. 

1. The sender email address is from an unrecognized source 

2. The link in the email points to a different website than what is shown 

in the link text 

3. Several loosely related organizations are listed in the signature field 

to try to make the email appear more official 



 

Below is an example of a text message phishing attempt. These are being sent 

out to personal devices and redirect the user to a site that downloads a 

malicious ransomware file that encrypts the entire Android or Apple device. 

 



OTHER RESOURCES 
CDC Website on COVID-19 

https://www.cdc.gov/coronavirus/2019-ncov/about/index.html  

Social Engineering Red Flags 

https://members.eiia.org/wp-content/uploads/assets/SocialEngineeringRedFla

gs.pdf  

How to Avoid Phishing Scams (FTC Article) 

https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-sca

ms  

Using Caution with Email Attachments (Department of Homeland Security 

CISA) 

https://www.us-cert.gov/ncas/tips/ST04-010 
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